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ಭಾರತೀಯ ತಂತರ ಜ್ಞಾ ನ ಸಂಸೆ್ಥ  ಧಾರವಾಡ 

भारतीय प्रौद्योगिकी संस्थान धारवाड़ 

INDIAN INSTITUTE OF TECHNOLOGY DHARWAD 
PERMANENT CAMPUS (PC), CHIKKAMALLIGAWAD 

DHARWAD 580 011, KARNATAKA 
 
 
 
 

PROCUREMENT OF IIT DHARWAD FIREWALL 

SERVICES AND VAPT OF IIT DHARWAD'S 

WEBSITES 

 

 

 

LPC Reference No.: IITDH/C&S/2026-27/LPC/Firewall/05  
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18th June 2026 
 

Corrigendum 
 
Tender ID: 2026_IITDW_841292_1 
LPC Reference No.: IITDH/C&S/2026-27/LPC/Firewall/05 
Tender/LPC Title: PROCUREMENT OF IIT DHARWAD FIREWALL SERVICES AND VAPT 
OF IIT DHARWAD'S WEBSITES. 
 

Description In place of To be read as 

Bid Submission End Date  18-June-2026, 05:30 PM 25-June-2026, 05:30 PM 

Bid Opening Date 19-June-2026, 10:00 AM 29-June-2026, 10:00 AM 

 
Bidders are requested to consider the revised dates for bid submission. 
This corrigendum will be an integral part of the tender document. The bidders are requested 
to follow the modified clauses. The bidders are advised to submit the bid before the due date 
to avoid any last-minute postal delays.  
All other terms and conditions shall remain the same. 
 
 
 

 
Sd/- 

Assistant Registrar 
Contracts and Services 

IIT DHARWAD 
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NOTICE INVITING QUOTATIONS FOR LOCAL PURCHASE  

1.  Description 
PROCUREMENT OF IIT DHARWAD 
FIREWALL SERVICES AND VAPT OF IIT 
DHARWAD'S WEBSITES 

2.  Quantity 1 

3.  Procurement Category Services 

4.  Procurement Type Local Purchase 

5.  Start Date to submit the quotation 11th June 2026 from 05:00 PM 

6.  Last Date to submit the quotation  25th June 2026 till 05:30 PM 

7.  Clarifications start date 11th June 2026 from 05:00 PM 

8.  Clarifications end date 20th June 2026 till 05:30 PM 

9.  Opening of the quotation 29th June 2026 at 10:00 AM 

10.  
Cover No. Cover Type Description 

1 
Techno Commercial 
(Single packet) 

Techno Commercial Bid 

11.  Bid Validity (Days): 30 Days 

12.  Delivery Period 
Within 15 days from the Date of issue of the 
WO 

13.  Payment Terms 
Within 30 days from the date of Satisfactory 
completion of services and submission of the 
satisfactory services completion report  

14.  Delivery Location 
IIT dhArwAD Permanent Campus, 
ChikkamalligawAD, dhArwAD-580011, 
Karnataka, India 

15.  Evaluation Method Total value-wise evaluation 

16.  E-mail ID for any clarifications cs.office@iitdh.ac.in & ccsop@iitdh.ac.in 

17.  Quotation Inviting Authority: 
Assistant Registrar (Contract & Services),  
IIT dhArwAD 

18.  

Submission of Quotation and 
Documents (in a sealed envelope):  

  By hand/post to:  
(Quotation by Email will not be 
accepted)                              

Prof. Nikhil D Hegde. 
Associate Dean IPS (Networking and 
Communications), Academic Block-I 
(Engineering) [A1 - 618], IIT DHARWAD, 
CHIKKAMALLIGAWAD, DHARWAD-580011, 
KARNATAKA, INDIA. 

 

Sd/- 
Assistant Registrar 

Contract & Services 
IIT dhArwAD 

mailto:cs.office@iitdh.ac.in
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1. Introduction 
 
 
The Indian Institute of Technology dhArwAD invites sealed bids from reputed 
firms/organizations for providing Firewall policy audit and OS upgradation, syslog server 
integration, VAPT of IIT DHARWAD'S websites. The interested Service providers should 
submit their bids in sealed envelopes and the firm's name should be clearly written on the 
envelope. The authorized person of the firm should execute the bid and submit all the 
requisite documents along with the commercial bid in a single envelope. 
 
The bidders should consider all the Corrigendum’s issued before submitting the bid. All bid 
details and any information will be published on the Institute's Website 
https://www.iitdh.ac.in/.  
 
Quotations can be submitted through Hard copy in sealed cover by post/speed post/in 
person only. Online or email submissions will not be accepted. 
 

Note: 

It is the responsibility of the Bidder to ensure that their bids whether sent by post or by courier 

or by hand should reach within the stipulated date & time. The quotation received after the 

last date and prescribed time would summarily be rejected. Quotations having incomplete 

information/documents are also liable to be rejected.  

https://www.iitdh.ac.in/
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2. Scope of Services 
 

1) Assess firewall deployment configuration and its capability/preparedness to protect 
inbound and outbound threats. Assess the configured firewall policies, access controls, 
NAT, VPN, and Security zone configurations. Configure Firewall policy structure, traffic 
controls, etc. and logging capabilities to address shortcomings  and recommendations (if 
any) as per: 
  

a) Firewall deployment and capabilities 
b) Assessment of rules and policy structure 
c) Evaluation of inbound and outbound traffic controls 
d) Review of NAT VPN and Security zone configurations 
e) Identification of redundant, unused, or overly permissive rules 
f) Identification of gaps w.r.t. industry practices 
g) Identification of risks and recommendations 
h) Integration of firewall logging service with syslog server 

  
Deliverables: 
PaloAlto PA-3220 PAN-OS 10.2.9-h1 Firewall OS upgrade and configuration. A report to 
accurately cover a)-h) above 
 

2) Vulnerability Assessment and Penetration Testing (VAPT) of IIT Dharwad Website 
URL: https://iitdh.ac.in, static pages = 600, dnamic pages = 4700, Number of user roles = 7 
url: https://intranet.iitdh.ac.in, static pages = 196 
 
Deliverables: 
A detailed report containing methods used to identify vulnerabilities, vulnerability details 
(if any), test conducted, and recommendations and suggestions for improvement as per 
industry best practices. 

 
Additional Terms and Conditions: 
 

a) The activity must be conducted in a controlled and non-intrusive manner to avoid 
disruption to business-critical services 

b) Before conducting the activity, an NDA must be signed. 

 

 

 

 

https://iitdh.ac.in/
https://intranet.iitdh.ac.in/
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3. General Terms and Conditions 
 

 
a) The service should be provided satisfactorily within the stipulated time given from the 

date of the order as mentioned in the purchase order. 
 
b) In case at any stage, if it is found that the supply executed by the company was not 

satisfactory and up to the standard, IIT Dharwad shall have the right to put a penalty on 
the Contractor. 

 
c) The Director, IIT Dharwad, has the right to accept or reject any tender without assigning 

any reason. The decision of the Director, IIT Dharwad in this regard will be final and no 
correspondence will be entertained. 

 
d) Dispute Resolution and Jurisdiction 

 
In the event of any dispute, difference, or disagreement arising out of or in connection 
with this tender, the procurement process, or the execution of the contract, the matter 
shall, in the first instance, be referred to the Director of the Institute, whose decision 
shall be final and binding on all parties. 
 
If the dispute remains unresolved notwithstanding the above, any legal proceedings 
arising out of or relating to this tender, procurement process, or contract shall be subject 
to the exclusive jurisdiction of the courts of competent jurisdiction located in 
DHARWAD District, KARNATAKA. 

 
e) In case of a tie in the price bids, the decision of the Committee shall be final and binding. 

 
f) Warranty, if applicable, should be provided by the Contractor 
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4. Payment Terms 
 

a) The payment to the firm will be made within 30 days from the date of submission of the 
Invoice. No advance payment will be made at any cost. The payment will be made after 
successful completion of the services with a satisfactory performance certificate. 

 
b) If the services are found unsatisfactory, the Institute reserves the right to deduct the 

penalty amount from the bill. 
 

c) No advance payment shall be made by the IIT Dharwad. However, the IIT Dharwad 
intends to make all the final payments at the earliest during working days. 

 
d) Deduction as applicable as per the norms of the Government will be made from the bill. 
 
e) Payment shall be made as per the norms of the Institute.  
 
f) Payment procedure: The bills shall be processed for payment after scrutiny of all 

documents submitted by the service provider along with the verification report. The 
payment will be released to the designated account of the service provider through PFMS. 
No cash payment will be made by IIT dhArwAD. The Institute shall endeavour to settle 
the bill approximately within 30 days or at the earliest possible. However, no interest shall 
be liable on IIT DHARWAD for any unforeseen delay in settlement of bills. The Contractor 
should indicate the valid GST number and bank details on the final compiled Invoice. 

 
g) In case the Service provider fails to render the required services within stipulated period 

the Institute reserves the right to avail from the other service providers from the open 
market and the service provider should bear the cost of such arrangements on his/her 
own. If the Institute makes any payment to the other service provider it will be reimbursed 
by the Contractor. 

 
h) The payment will be made to the service provider only for the services delivered as per 

the Institute's requirements and satisfaction. 
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Price Bid / Financial Bid 
 

(to be provided on the letterhead of the firm/agency) 
 

Sl.
No. 

Particulars Quantity 
Total Amount in ₹ 

(Inclusive of GST) 

1. Firewall Policy Audit and OS Upgradation. 1  

2. VAPT of IIT DHARWAD website. 1  

 Grand Total (Inclusive of GST)  

 
Undertaking: We have quoted the price considering all the factors and we will provide the 
required services as per the Institute Requirements and we will make all possible efforts to 
render the Satisfactory Services to the Institute and we have not been blacklisted by any 
Government entity. 
 
 
 
 
 
Date: 
Place: 

Authorised Signatory 
Seal 
Name: 
Designation: 

 
 
Note: 
 

• The bidder should thoroughly go through the scope of work and submit the bid. No 
change in the quoted price will be entertained for any reason. 

• The quoted price should be inclusive of all services/charges, no extra payment will be 
made. 

• The Price should be quoted in INR only. The quoted price should be inclusive of all taxes. 

• Discount, if any, should be indicated separately/prominently. 

• Offers should clearly mention all the details; any conditional offers/incomplete offers will 
not be accepted. Any clause making price variation will not be acceptable. 

• The Contract will be awarded to the successful L1 bidder. 
 

  



Page 9 of 9 
 

BoQ 

 

 

  

 

    

Tender Inviting Authority: Assistant Registrar, IIT DHARWAD 

Name of Work: PROCUREMENT OF IIT DHARWAD FIREWALL 
SERVICES AND VAPT OF IIT DHARWAD'S WEBSITES 

Contract No:  IITDH/C&S/2026-27/LPC/Firewall/05 

  

Name of the 
Bidder/ Bidding 
Firm / Company : 

  

PRICE SCHEDULE 
(This BOQ template must not be modified/replaced by the bidder and the same should be uploaded 
after filling the relevent columns, else the bidder is liable to be rejected for this tender. Bidders are 

allowed to enter the Bidder Name and Values only ) 
ONLY THE TOTAL AMOUNT IS TO BE QUOTED HERE THE LINE WISE ITEM BREAKUP 

SHOULD BE UPLOADED AS PDF DOCUMENT  

NUMBER # TEXT # NUMBER # NUMBER # 

Sl. 
No. 

Particulars Quantity TOTAL 
AMOUNT  

INCL OF GST 

1 ITEM DESCRIPTION     

1.01 Firewall Policy Audit and OS 
Upgradation 

  
  

1.02 VAPT of IIT DHARWAD website.     

Total in Figures       
Quoted Rate in 
Words 

    

 

 

Validate Print Help 


